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Abstract:
]n the context of global digital transformation,
open science, and the rapid advancement of
artificial intelligence (Al), cyberspace has emerged
as both a catalyst for knowledge innovation and a
breeding ground for digital social threats, including
misinformation, cyberbullying, online fraud, data
privacy violations, and other forms of online social
deviance. These challenges have imposed increasing
responsibilities on higher education institutions,
particularly private universities, to reposition their
roles in fostering safe, ethical, and sustainable
digital academic ecosystems.

This study examines the strategic role of private
universities in combating cyber-social deviance
through interdisciplinary approaches encompassing
digital university governance, open science, digital
citizenship education, and knowledge security.
The research employs a qualitative methodology
integrating policy analysis, international literature
review, and comparative approaches to explore
governance models, educational ~mechanisms,
and adaptive capacities of private higher
education institutions in the era of global digital
transformation.

The findings indicate that private universities
possess significant potential to act as pioneering
institutions in promoting digital ethics, strengthening
cyber-risk awareness, advancing safe academic
cultures, and cultivating responsible digital learning
environments. Furthermore, the study proposes an
integrated governance framework that combines
Al open science, and digital citizenship education
to enhance the effectiveness of cyber-social threat
prevention in higher education.

The study contributes theoretically —and
practically by extending scholarly discourse on
digital universities, digital social security, and the
social responsibility of higher education institutions
within the global knowledge society.
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cyberspace; Open science; Artificial intelligence;
Global digital transformation.
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1. Introduction
1.1. Global Context

In the early decades of the twenty-first century, the
simultaneous advancement of the Fourth Industrial
Revolution, the emergence of an Al-driven society,
the expansion of the Open Knowledge Economy,
the rise of hyper-connectivity, and the pervasive
process of datafication have collectively created an
unprecedented digital ecosystem. Breakthroughs
in artificial intelligence, cloud computing, big data
analytics, the Internet of Things, and cross-border
digital infrastructures are fundamentally reshaping
production systems, governance mechanisms, social
interactions, higher education, scientific research,
and innovation ecosystems worldwide.

Nevertheless, alongside these transformative
opportunities, cyberspace has increasingly evolved
into a breeding ground for sophisticated forms
of social deviance and cyber-enabled -crime.
Emerging threats - including cyber fraud, deepfake
technologies, Al-generated misinformation,
cyberbullying, the expanding dark web economy,
and the large-scale exploitation of personal data
- pose significant challenges to national security,
public trust, and the sustainable development of the
global digital society. The convergence of generative
artificial intelligence and digital communication
platformshas further accelerated the dissemination of
disinformation, intensified cognitive manipulation,
and expanded the operational capabilities of
transnational cybercriminal networks.

Against this backdrop, the international academic
community has reached a growing consensus that
artificial intelligence should no longer be viewed
merely as a technological instrument but rather as
a transformative force fundamentally restructuring
global higher education. Universities are rapidly
evolving from conventional educational institutions
into data-driven and innovation-oriented digital

ecosystems grounded in the principles of Open
Science and digital transformation. Simultaneously,
they occupy a dual and increasingly critical position:
as vulnerable targets of cyber threats and as
strategic actors responsible for advancing research,
cultivating digital competencies, developing
technological ~ solutions, and disseminating
knowledge to prevent, detect, and combat cyber-
enabled social problems. Consequently, there
is an urgent need to reconceptualize the role of
higher education institutions - particularly private
universities - as pivotal stakeholders in fostering a
secure, resilient, and sustainable digital society in
the era of artificial intelligence and global digital
transformation.

1.2. Research Gap

Despite the growing scholarly interest in
cybersecurity and cyber-enabled crime over the past
decade, the existing body of international literature
has predominantly concentrated on technological
and regulatory dimensions, including cybersecurity
technology, cyber law, artificial intelligence
systems, and digital governance. These studies
have substantially advanced the development of
security architectures, legal frameworks, and digital
governance mechanisms; however, they remain
largely technology-centric or policy-oriented and
have paid comparatively limited attention to the
strategic role of higher education institutions in
preventing and mitigating cyber-enabled social
problems.

A particularly significant research gap lies in
the insufficient examination of the role of private
universities within the broader ecosystem of digital
security and cyber risk governance. As private
higher education institutions continue to expand
their academic capacity, strengthen innovation
ecosystems, and intensify collaborations with
industry and international partners, the lack

April 2026



STRATEGY AND POLICY

of systematic investigation into their potential
contributions has constrained both theoretical
understanding and policy development regarding
their role in addressing cyber-related social
challenges.

Furthermore, current scholarship has yet to
establish an integrated framework that combines
Open Science, Artificial Intelligence, and Cyber
Prevention into a coherent and synergistic model
capable of linking scientific research, knowledge
sharing, technological innovation, and digital
community protection. This omission is particularly
consequential in an era where Al-driven technologies
and open data infrastructures are increasingly
recognized as fundamental drivers of global higher
education transformation and intelligent societal
governance.

Equally important, the literature has not proposed
a comprehensive university governance framework
specifically designed to combat cyber-enabled
social problems, encompassing strategic leadership,
digital talent development, responsible digital
culture, multi-stakeholder collaboration, and data-
driven institutional management. The absence of
such a holistic governance paradigm highlights the
urgent need for new conceptual and practical models
that reposition private universities as innovation
hubs, knowledge producers, and proactive actors in
safeguarding digital society.

Against this backdrop, the present study seeks to
bridge these critical research gaps by advancing an
interdisciplinary and multidimensional perspective
on the strategic role of private universities in
preventing cyber-enabled social problems. It further
proposes an integrated framework that synthesizes
Open Science, Artificial Intelligence, and Global
Digital Transformation as a novel theoretical and
practical foundation for university governance in
the digital age.

1.3. Research Questions

Building upon the global context of digital
transformation, the rapid advancement of artificial
intelligence and Open Science, and the research
gaps identified in previous studies, this article aims
to clarify the strategic role of private universities in
preventing cyber-enabled social problems through
the following core research questions.

RQI1. How can private universities be
repositioned within the ecosystem of cyber-enabled
social problem prevention?

Thisquestionexploresthe potential transformation
of private higher education institutions from
conventional educational providers into proactive
actors that foster digital awareness, generate
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technological innovation, disseminate knowledge,
and facilitate multi-stakeholder collaboration to
prevent, detect, and mitigate cyber-enabled social
problems.

RQ2. How do Artificial Intelligence, Open
Science, and Digital Transformation influence the
cyber prevention capabilities of universities?

This question investigates the mechanisms
through which advanced digital technologies, open
knowledge ecosystems, and digital transformation
strategies enhance universities’ capacities for
research, education, risk prediction, early detection,
and effective intervention in addressing cyber-
enabled social threats.

RQ3. Which factors determine the effectiveness
of the “Cyber Prevention University” model?

The objective of this question is to identify and
evaluate the critical determinants shaping the success
of a university-oriented cyber prevention model,
including strategic leadership and governance,
digital infrastructure, high-quality human capital,
responsible  digital culture, interdisciplinary
collaboration, international partnerships, and the
integration of artificial intelligence and Open
Science into education, research, and community
engagement.

RQ4. What governance model is most appropriate
for developing the “Cyber Prevention University”
framework in both the Vietnamese and global
contexts?

This question seeks to develop and propose an
integrated university governance framework that
is adaptable to Vietnam’s institutional realities
while simultaneously aligning with international
standards of digital governance, innovation, Open
Science, and sustainable development. Such a
framework is expected to strengthen the role of
private universities as strategic contributors to
cyber-enabled social problem prevention and digital
societal resilience. Collectively, these four research
questions provide the conceptual foundation for
the analytical framework of the study and guide
the development of theoretical contributions,
governance models, and policy recommendations
aimed at enhancing the strategic role of private
higher education institutions in the era of artificial
intelligence and global digital transformation.

1.4. Research Objectives

Responding to the urgent need to redefine
the role of higher education in an era shaped by
artificial intelligence, Open Science, and global
digital transformation, this study is designed
with the overarching objective of developing a
comprehensive theoretical and practical framework
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to reposition private universities as strategic actors
in preventing cyber-enabled social problems. In
doing so, the research seeks to extend the traditional
mission of higher education beyond teaching
and research toward fostering digital security,
strengthening societal resilience, and supporting
sustainable development within the emerging
digital ecosystem. To achieve this overarching
objective, the study pursues a set of interconnected
and complementary specific research objectives.

First, the study aims to develop anovel theoretical
framework that conceptualizes the strategic role
of private universities within the ecosystem of
cyber-enabled social problem prevention by
integrating contemporary perspectives on university
governance, Open Science, artificial intelligence,
and digital transformation. This framework is
expected to address existing theoretical deficiencies
and provide a robust foundation for future research
at the intersection of higher education governance
and digital security.

Second, the research proposes the “Al-enabled
Cyber Prevention University” model, in which
artificial intelligence serves as a core enabling
technology for risk forecasting, data analytics,
anomaly detection, personalized digital literacy
education, and evidence-based institutional
governance. The proposed model also incorporates
the principles of Open Science to promote
knowledge sharing, collaborative research, and
innovation-oriented solutions for the broader public
good.

Third, the study seeks to evaluate the level of
digital readiness among private universities with
respect to their capacity to prevent cyber-enabled
social problems by examining critical dimensions
such as digital infrastructure, governance capability,
human resources, data ecosystems, and stakeholder
collaboration within the digital environment.

Fourth, the research focuses on analyzing
institutional capabilities in Artificial Intelligence and
Open Science across education, scientific research,
university governance, and community engagement
in order to assess how these capabilities contribute
to strengthening universities’ effectiveness in
preventing and responding to cyber-enabled social
challenges.

Finally, drawing upon both theoretical insights
and empirical evidence, the study aims to propose a
national policy framework that supports the strategic
repositioning of private universities within broader
cyber prevention and digital security strategies. This
policy framework is envisioned as an integrated
approach combining higher education reform,
digital transformation, high-quality human resource
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development, data-driven governance, and cross-
sector collaboration to advance a secure, inclusive,
and sustainable digital society.

2. Literature Review
2.1. Theoretical Foundations

This study adopts an interdisciplinary theoretical
perspective by integrating Open Science, Digital
Transformation, Artificial Intelligence, Situational
Crime Prevention, Entrepreneurial University, Civic
University, and Socio-technical Systems theories to
explain the evolving role of private higher education
institutions in addressing the growing complexity
of cyber-enabled social deviance and online social
harms.

First, Open Science Theory emphasizes
transparency, accessibility, collaboration, and the
open sharing of scientific knowledge, research data,
and innovation resources. Within the context of
cybercrime and online social harm prevention, open
science facilitates the development of collaborative
knowledge ecosystems in which universities,
policymakers, technology companies, and civil
society organizations jointly generate evidence-
based solutions to emerging digital threats.

Second, Digital Transformation Theory argues
that digitalization extends far beyond technological
adoption, encompassing profound organizational,
cultural, managerial, and strategic changes. From
this perspective, private universities are increasingly
transforming  from  traditional  educational
institutions into digitally enabled innovation hubs
capable of mobilizing technological resources to
address complex societal challenges, including
cybercrime, online fraud, digital misinformation,
and other forms of cyber-enabled social misconduct.

Complementing this perspective, Artificial
Intelligence Theory provides the conceptual
foundation for leveraging machine learning,

predictive analytics, and big data technologies to
detect abnormal patterns, identify emerging risks,
and support proactive intervention strategies. Al
functions not merely as a technological tool but as
an intelligent decision-support system that enhances
institutional capacity for cyber risk management,
digital governance, and social protection.

A particularly relevant framework is Situational
Crime Prevention (SCP) Theory, which posits
that criminal behavior is significantly influenced
by environmental opportunities. Crime can be
reduced by increasing effort, increasing risk,
reducing rewards, and eliminating situational
conditions that facilitate offending. In cyberspace,
SCP offers valuable insights into designing safer
digital environments through awareness-building
initiatives, technological safeguards, behavioral
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regulation mechanisms, and enhanced cybersecurity
infrastructures.

Furthermore, Entrepreneurial University Theory
suggests that contemporary universities should
transcend their traditional missions of teaching
and research to become active agents of innovation
and societal transformation. Under this framework,
private universities can contribute to cybercrime
prevention through the creation of Al-driven
solutions, digital innovation platforms, and cross-
sector partnerships that generate measurable social
impact.

Simultaneously, Civic  University Theory
highlights the public responsibility of higher
education institutions in addressing societal
challenges. Universities are expected not only
to produce knowledge but also to foster civic
engagement, digital citizenship, ethical awareness,
and social resilience. Consequently, private
universities possess significant potential to become
influential actors in promoting safe, inclusive, and
responsible digital communities.

Finally, = Socio-technical =~ Systems Theory
provides a holistic analytical framework that
integrates technological, human, organizational,
and institutional dimensions. The theory argues
that technological effectiveness depends on the
alignment between digital systems, human behavior,
governance structures, and organizational culture.

Accordingly, effective cybercrime prevention
requires a coordinated ecosystem involving
universities, government agencies, industry

stakeholders, and civil society organizations.

Drawing upon these complementary theoretical
perspectives, this study proposes a novel
conceptualization of private universities as Digital
Social Innovation Hubs, capable of leveraging
Open Science, Artificial Intelligence, and Digital
Transformation to proactively prevent, detect,
and mitigate cyber-enabled social problems in an
increasingly interconnected global digital society.

2.2. Private Universities in the Digital Era

Amid the unprecedented acceleration of the
Fourth Industrial Revolution and global digital
transformation, private universities are increasingly
compelled to redefine their missions, governance
structures, and societal responsibilities. While
universities have traditionally been viewed as
institutions for knowledge creation and human
capital development, contemporary higher education
institutions—particularly private universities -
are evolving into innovation-driven organizations
capable of generating technological solutions and
addressing complex societal challenges (Altbach,
Reisberg, & de Wit, 2019).

Volume 2, Issue 6

A fundamental driver of this transformation
is university autonomy. According to de Boer,
Enders, and Schimank (2007), university autonomy
encompasses not only academic, financial, and
administrative independence but also the strategic
capacity to respond effectively to rapidly changing
external environments. For private universities,
greater autonomy enables institutional agility,
accelerates digital transformation initiatives, and
supports the development of innovative governance
models capable of responding to emerging societal
risks in the digital age.

Alongside institutional autonomy, Al governance
has emerged as a critical component of modern
university management. UNESCO (2021) defines Al
governance as the framework of principles, policies,
and accountability mechanisms designed to ensure
that artificial intelligence is developed and deployed
in ways that are ethical, transparent, inclusive,
and human-centered. Within higher education,
Al governance extends beyond the adoption of
intelligent technologies and encompasses issues
of digital ethics, data protection, algorithmic
accountability, and responsible  innovation.
Consequently, private universities are increasingly
expected to become leaders in establishing ethical
and socially responsible Al ecosystems.

Another prominent development is the emergence
of the Smart Campus paradigm. Smart campuses
integrate Internet of Things (IoT) technologies,
artificial intelligence, cloud computing, and
data analytics to optimize learning, research,
and administrative processes (Kwok, 2015).
Beyond operational efficiency, smart campuses
create digitally secure environments capable of
monitoring risks, identifying abnormal behaviors,
and enhancing institutional resilience against cyber
threats. Such capabilities are particularly relevant in
addressing the growing prevalence of cyber-enabled
social problems.

Concurrently, the concept of the Digital University
has gained significant attention in international
scholarship. According to Bond et al. (2018),
digital universities represent a comprehensive
transformation that extends beyond technological
adoption to encompass organizational culture,
governance systems, pedagogical innovation,
and knowledge ecosystems. Through data-driven
decision-making and digitally enabled collaboration,
universities become active contributors to broader
societal innovation and sustainable development.

Moreover, contemporary higher education
research increasingly emphasizes the importance
of Open Innovation Ecosystems. Chesbrough
(2003) argues that innovation is most effective
when organizations leverage both internal and
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external knowledge resources through collaborative
networks. In higher education contexts, open
innovation ecosystems facilitate partnerships
among universities, industry, government agencies,
civil society organizations, and local communities.
Recent studies by Secundo et al. (2021) demonstrate
that universities are becoming central nodes within
open innovation networks, generating collective
intelligence and co-creating solutions to complex
societal challenges.

The international literature therefore suggests
a profound transition from viewing private
universities as educational service providers to
recognizing them as digital social innovation
actors. The convergence of university autonomy,
Al governance, smart campus development, digital
university transformation, and open innovation
ecosystems provides a robust foundation for private
universities to play a proactive role in preventing,
detecting, and mitigating cyber-enabled social
harms in the era of global digital transformation.

2.3. Artificial Intelligence and the Prevention of
Cyber-Enabled Social Harms

The rapid advancement of  Artificial
Intelligence (Al) is fundamentally transforming
how organizations and societies detect, prevent,
and respond to threats in cyberspace. As cyber-
enabled social harms - including online fraud,
misinformation, cyberbullying, child exploitation,
digital radicalization, and cybercrime - become
increasingly sophisticated, Al has emerged as
a strategic technology capable of enhancing
prediction, early detection, and intervention
capabilities (Russell & Norvig, 2021).

One of the most significant applications of Al
lies in threat detection. Machine learning and deep
learning algorithms can process massive volumes
of real-time data and identify anomalies that may
remain undetected through conventional approaches.
Sommer and Paxson (2010) demonstrated that
machine learning techniques substantially improve
cyber threat detection by learning behavioral patterns
associated with malicious activities. More recent
studies indicate that Al-powered intrusion detection
systems have become essential components of next-
generation cybersecurity infrastructures, enabling
faster response times and reducing false-positive
rates (Buczak & Guven, 2016).

Simultaneously, the proliferation of generative
Al technologies has intensified concerns regarding
the creation of highly convincing synthetic content,
particularly deepfakes. According to Chesney and
Citron (2019), deepfakes represent a significant
threat to public trust, democratic institutions, and
societal stability. In response, Al has also become a
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powerful tool for deepfake identification, employing
advanced neural networks to analyze inconsistencies
in facial movements, speech patterns, visual artifacts,
and digital footprints. Mirsky and Lee (2021) found
that deep learning models can achieve high levels of
accuracy in detecting manipulated content, thereby
contributing to efforts aimed at combating digital
deception and misinformation.

Another rapidly expanding field is behavioral
analytics. Unlike traditional security approaches
that focus primarily on devices or network
infrastructures, Al-driven behavioral analytics
examines patterns of human activity to identify
suspicious or harmful behavior. Eberle and Holder
(2009) argue that behavioral pattern mining enables
the early detection of fraud, cyber harassment,
online extremism, and other forms of deviant
behavior. Within higher education environments,
behavioral analytics can support the identification of
cyberbullying risks, problematic online engagement,
and emerging digital well-being concerns among
students.

Furthermore, Al is driving major advances in
predictive cybersecurity. Rather than reacting to
incidents after they occur, predictive cybersecurity
employs machine learning models to anticipate
potential attacks before they materialize. Sarker
(2022) highlights that the integration of big data
analytics, predictive modeling, and Al technologies
enables organizations to develop proactive early-
warning systems capable of forecasting cyber
threats, assessing vulnerabilities, and recommending
preventive actions. This shift reflects a broader
transition from reactive defense strategies toward
proactive cyber resilience.

In addition, Al serves as the foundation for
intelligent  monitoring  systems.  Al-enabled
monitoring platforms can automatically collect,
process, and evaluate data from multiple digital
environments to detect harmful content, suspicious
activities, and emerging social risks. Kshetri (2021)
notes that intelligent monitoring technologies are
increasingly utilized in cybersecurity management,
online child protection, fraud prevention, and
digital risk governance. Nevertheless, scholars
emphasize that such systems must be implemented
in accordance with ethical Al principles,
privacy protection standards, and human rights
considerations (UNESCO, 2021).

Overall, the international literature suggests that
Al is evolving from a supportive technological
tool into a strategic foundation for cyber social
harm prevention ecosystems. Through threat
detection, deepfake identification, behavioral
analytics, predictive cybersecurity, and intelligent
monitoring, Al facilitates a paradigm shift from
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reactive responses toward proactive prediction and
prevention. This transformation creates significant
opportunities for private universities to contribute
through research, innovation, education, and multi-
stakeholder collaboration aimed at fostering safer,
more ethical, and more resilient digital societies.

2.4. Open Science and Digital Knowledge
Security

The emergence of the knowledge economy and
the acceleration of global digital transformation
have positioned Open Science as one of the most
influential scholarly movements of the twenty-
first century. According to UNESCO (2021), Open
Science promotes transparency, accessibility,
collaboration, and the reusability of scientific
knowledge, thereby democratizing access to
research outputs and fostering inclusive innovation.
Within digitally connected societies, Open Science
contributes to the development of global knowledge
ecosystems in which data, technologies, and
expertise can be shared across institutional and
national boundaries.

One of the fundamental pillars of Open Science
is Open Data. Uhlir and Schroder (2007) argue that
open access to scientific data enhances transparency,
reproducibility, and research efficiency by enabling
researchers and institutions to reuse and validate
existing datasets. In the context of cybersecurity and
cyber-enabled social harm prevention, open data
facilitates the analysis of cybercrime trends, supports
anomaly detection, and strengthens evidence-based
approaches to digital risk management.

Another key component is the development of
Open Repositories, which have become critical
infrastructures  for  contemporary  scholarly
communication. Lynch (2003) emphasizes that open
repositories not only preserve scientific outputs but
also facilitate the dissemination of research articles,
datasets, software, and educational resources. For
universities operating in digital environments, open
repositories enhance knowledge visibility, foster
collaboration, and support innovation ecosystems
capable of addressing complex societal challenges.

Closely related to these developments is the
principle of Knowledge Transparency. According
to Fecher and Friesike (2014), transparency in
scientific processes is essential for strengthening
trust, accountability, and reproducibility within
the research community. By openly sharing
methodologies, data, and findings, researchers
enable critical scrutiny and collective knowledge
improvement. In cyber social harm prevention,
knowledge transparency contributes to risk
awareness, public education, and evidence-informed
policymaking.

Volume 2, Issue 6

More recently, scholars have highlighted
the importance of Collaborative Cybersecurity
Intelligence as an emerging manifestation of Open
Science in digital security. The European Union
Agency for Cybersecurity (ENISA, 2023) argues
that the sharing of threat intelligence, vulnerability
information, attack patterns, and mitigation
strategies significantly enhances collective cyber
resilience. Collaborative intelligence networks
involving  universities,  technology  firms,
government agencies, and research communities are
increasingly recognized as effective mechanisms
for strengthening cybersecurity preparedness and
response capabilities.

Despite its transformative potential, Open
Science also raises significant challenges for Digital
Knowledge Security. One of the most critical
concerns involves Data Leakage. According to the
OECD (2021), the uncontrolled release of research
data may expose sensitive information, increase
cybersecurity risks, and generate unintended
consequences for individuals, institutions, and
society. These risks are particularly pronounced
in higher education environments where large
volumes of research and personal data are routinely
generated and exchanged.

A second challenge concerns Privacy Ethics.
Floridi and Taddeo (2016) contend that expanding
access to data must be balanced with the protection
of privacy rights, informed consent, and ethical
data governance. As artificial intelligence and big
data analytics become increasingly integrated into
research and institutional management, maintaining
an appropriate balance between openness and
privacy represents a critical policy and ethical
challenge.

Furthermore, the growing reliance on open-source
technologies has intensified concerns regarding
**(Open-source Vulnerabilities**. Recent evidence
indicates that cyberattacks targeting software
supply chains and open-source ecosystems are
increasing worldwide (Sonatype, 2024). Although
open-source software remains a cornerstone of
innovation and scientific collaboration, inadequate
security auditing, maintenance, and vulnerability
management can transform open infrastructures into
targets for sophisticated cyberattacks.

Overall, international scholarship suggests that
Open Science and Digital Knowledge Security
should not be viewed as competing objectives
but rather as complementary dimensions of a
sustainable digital knowledge ecosystem. Achieving
this balance requires integrating openness, scientific
transparency, cybersecurity, ethical governance,
privacy protection, and responsible Al practices.
Such an integrated approach is particularly relevant

7
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for private universities seeking to reposition
themselves as responsible digital social innovation
hubs capable of contributing to cyber social harm
prevention in the age of data-driven transformation.

2.5. Theoretical Gap and the Proposed Cyber
Prevention University Framework

The existing literature has generated substantial
insights into digital transformation, artificial
intelligence, open science, university governance,
cybersecurity, and social responsibility. Research
on the Entrepreneurial University primarily
emphasizes innovation, knowledge transfer, and
economic development (Etzkowitz, 2013), whereas
the Civic University literature focuses on public
engagement, social responsibility, and contributions
to sustainable development (Goddard et al., 2016).

Similarly, studies on the Digital University
and Smart Campus have largely concentrated on
technological transformation in teaching, research,
and institutional management (Bond et al., 2018).
Research on Al Governance has mainly addressed
algorithmic accountability, data privacy, ethical
concerns, and transparency (UNESCO, 2021),
while cybersecurity scholarship has predominantly
focused on technical mechanisms for threat
detection and cyber defense. Open Science research,
meanwhile, has highlighted knowledge sharing,
data accessibility, and collaborative innovation
(Fecher & Friesike, 2014). Despite these valuable
contributions, several significant theoretical gaps
remain.

First, most existing frameworks adopt fragmented
disciplinary perspectives and lack an integrated
model connecting artificial intelligence, open
science, digital governance, and the prevention
of cyber-enabled social harms. Universities are
typically portrayed as technology adopters rather
than active agents of digital social protection.

Second, although cybersecurity research
has expanded considerably, the role of private
universities in preventing cyber-enabled social
problems remains underexplored. Existing studies
predominantly focus on governments, technology
corporations, and law enforcement agencies,
while the preventive capacity of higher education
institutions has received limited scholarly attention.

Third, research on digital transformation and
open science frequently emphasizes innovation
outcomes but pays insufficient attention to the
relationship between open knowledge ecosystems
and societal resilience against digital risks and
online social harms.

Fourth, there is currently no comprehensive
theoretical framework explaining how universities
can simultaneously integrate Al capabilities, open
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science ecosystems, ethical digital governance, and
international collaboration to generate measurable
societal impact in cyber social harm prevention.

To address these gaps, this study proposes a novel
conceptual framework entitled the Cyber Prevention
University Framework (CPUF). The framework
repositions private universities not merely as
educational institutions or research centers but as
proactive digital social innovation actors capable of
preventing, detecting, and mitigating cyber-enabled
social harms.

The CPUF consists of six interconnected strategic
dimensions. The first dimension, Al Capability,
refers to the institutional capacity to leverage
big data analytics, machine learning, predictive
intelligence, and Al-driven decision support
systems for identifying emerging cyber risks and
supporting proactive interventions. The second
dimension, Open Science Ecosystem, encompasses
open data, open repositories, collaborative research
networks, and interdisciplinary knowledge-sharing
mechanisms. This dimension promotes collective
intelligence and innovation for public benefit.

The third dimension, Digital Ethics Governance,
includes policies and institutional mechanisms
that ensure transparency, accountability, privacy
protection, algorithmic fairness, and respect for
human rights within digital environments. It serves
as the normative foundation for responsible Al and
Open Science implementation.

The fourth dimension, Cyber Resilience, reflects
the university’s ability to anticipate, withstand,
respond to, recover from, and adapt to cyber threats
and cyber-enabled social risks.

The fifth dimension, Community Engagement,
emphasizes the university’s role as a connector
among students, academics, industry partners,
public authorities, and civil society organizations
to foster digital citizenship, cyber awareness, and
collective responsibility.

The sixth  dimension, Global Digital
Collaboration, highlights the importance of
participation in international academic networks,
open innovation ecosystems, and cross-border data-
sharing initiatives. Given the transnational nature of
cyber threats, global collaboration is essential for
strengthening collective prevention capabilities.

From a theoretical perspective, the CPUF
extends Entrepreneurial University Theory, Civic
University Theory, and Socio-technical Systems
Theory by integrating Al, Open Science, Digital
Ethics Governance, and Cyber Resilience into a
unified analytical framework. From a practical
perspective, the framework provides a strategic
foundation for transforming private universities into
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digitally empowered social innovation hubs capable
of contributing directly to the prevention of cyber-
enabled social harms and the promotion of safer
digital societies.

3. Conceptual Framework
3.1. Proposed Research Model

Building upon Open Science Theory, Digital
Transformation Theory, Artificial Intelligence
Theory, Entrepreneurial University Theory, Civic
University Theory, Situational Crime Prevention
Theory, and Socio-technical Systems Theory, this
study proposes a novel conceptual framework to
explain how private universities can enhance their
capacity to prevent cyber-enabled social harms in an
increasingly digitalized world.

Unlike previous studies that predominantly
focus on isolated technological solutions or specific
governance mechanisms, the proposed framework
adopts an integrated ecosystem perspective,
recognizing that technological capabilities,
organizational readiness, digital culture, and social
responsibility collectively influence institutional
contributions to cyber social protection.

The model consists of three categories of
constructs:  independent variables, mediating
variables, and dependent variables.

Independent Variables

The first independent variable, Al Capability,
refers to the university’s capacity to deploy
artificial intelligence for data analytics, predictive
intelligence, intelligent monitoring, risk assessment,
and decision support. Existing studies suggest that
Al significantly enhances the detection of cyber
threats and supports proactive prevention strategies
(Sarker, 2022).

The second construct, Open Science Readiness,
reflects the institution’s preparedness to develop
open data infrastructures, open repositories,
collaborative research networks, and knowledge-
sharing mechanisms. A mature open science
ecosystem is expected to facilitate collective
intelligence and evidence-based responses to cyber-
enabled social challenges (UNESCO, 2021).

The third independent variable, Digital
Transformation Capacity, represents the extent to
which digital technologies are embedded within
institutional infrastructure, governance systems,
educational services, and operational processes.
Higher levels of digital maturity are generally
associated with greater adaptability and resilience
in dynamic digital environments (Vial, 2019).

The fourth construct, Cybersecurity Governance,
encompasses policies, risk-management
mechanisms, security protocols, and institutional
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capacities aimed at protecting digital assets and
ensuring cyber resilience. Effective cybersecurity
governance is widely recognized as a prerequisite
for sustainable digital development (Von Solms &
Van Niekerk, 2013).

The fifth independent variable, Ethical Digital
Culture, captures the values, norms, and behavioral
standards that promote responsible technology
use, Al ethics, privacy protection, and digital
accountability. This dimension provides the cultural
foundation for sustainable digital transformation.

Mediating Variables

The model proposes that the effects of these
institutional capabilities are transmitted through
three critical mediating mechanisms.

The first mediator, Digital Citizenship Education,
refers to the university’s ability to equip learners
with the competencies, values, and ethical
awareness required for responsible participation in
digital environments.

The second mediator, Cyber Awareness, reflects
the level of knowledge, vigilance, and preparedness
among students, faculty members, and staff
regarding cyber risks and online threats.

The third mediator, Institutional Resilience,
represents the organization’s capacity to anticipate,
adapt to, withstand, and recover from technological
disruptions, cyber incidents, and emerging digital
risks.

Dependent Variables

The model evaluates institutional outcomes
through two dependent variables.
The first dependent wvariable, Cybercrime

Prevention Effectiveness, measures the university’s
effectiveness in preventing cybercrime, online
fraud, cyberattacks, and other forms of unlawful
digital activities.

The second dependent variable, Cyber Social
Protection Capacity, captures the institution’s ability
to protect students and communities from cyber-
enabled social harms, including misinformation,
cyberbullying, online  exploitation,  digital
radicalization, and other forms of harmful online
behavior.

Theoretically, the proposed framework argues
that private universities can evolve into “Cyber
Prevention Universities” when they simultaneously
strengthen Al capability, Open Science readiness,
Digital Transformation capacity, Cybersecurity
Governance, and Ethical Digital Culture. These
capabilities foster Digital Citizenship Education,
Cyber Awareness, and Institutional Resilience,
which in turn enhance Cybercrime Prevention
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Effectiveness and Cyber Social Protection Capacity.
The model therefore provides a comprehensive
theoretical foundation for understanding the
emerging role of private universities as proactive
actors in cyber social harm prevention and digital
societal protection.

3.2. Research Hypotheses Development
Al Capability Hypothesis Group

Many studies have shown that Al helps improve
the ability to detect threats early, identify anomalous
behavior, and support cybersecurity risk prediction
(Sarker, 2022; Kshetri, 2021). Therefore, the study
proposes:

H1: Al Capability positively affects Cybercrime
Prevention Effectiveness.

In addition, AI supports digital citizenship
education through personalized learning, intelligent
alerts, and learner behavior analysis.

H2: Al Capability positively affects Digital
Citizenship Education.

The Open Science Readiness Hypothesis

According to UNESCO (2021), the open science
ecosystem contributes to increased knowledge
sharing, collective learning, and community
capacity building.

H3: Open Science Readiness positively influences
Cyber Awareness.

In addition, sharing data, knowledge, and
experience in risk prevention helps strengthen the
organization's resilience.

H4: Open Science Readiness positively influences
Institutional Resilience.

Hypothesis on Digital Transformation Capacity:

Organizations with a high level of digital maturity
tend to adapt better to emerging threats in the digital
environment (Vial, 2019).

H5: Digital Transformation Capacity positively
affects Cyber Awareness.

H6: Digital Transformation Capacity positively
affects Institutional Resilience.

The
Group:

Cybersecurity Governance Hypothesis

An effective cybersecurity governance system
helps mitigate risks and enhance the protection of
the digital community.

H7: Cybersecurity Governance positively affects
Institutional Resilience.

HS: Cybersecurity Governance positively affects
Cybercrime Prevention Effectiveness.

Hypothesis on Ethical Digital Culture
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Studies on Al ethics and digital citizenship show
that ethical digital culture is a crucial foundation
for responsible digital behavior (Floridi & Taddeo,
2016).

HO9: Ethical Digital Culture positively affects
Digital Citizenship Education.

H10: Ethical Digital Culture positively affects
Cyber Social Protection Capacity.

Hypothesis group regarding mediating variables:

Digital citizenship education is seen as a crucial
mechanism for transforming technological resources
into digital society prevention capabilities.

H11: Digital Citizenship Education positively
affects Cybercrime Prevention Effectiveness.

H12: Digital Citizenship Education positively
affects Cyber Social Protection Capacity.

Cybersecurity awareness helps individuals
proactively identify and respond to threats in
cyberspace.

H13: Cyber Awareness positively
Cybercrime Prevention Effectiveness.

affects

H14: Cyber Awareness positively affects Cyber
Social Protection Capacity.

Institutional resilience reflects the ability to
maintain operations and adapt to digital attacks or
crises

H15: Institutional Resilience positively affects
Cybercrime Prevention Effectiveness.

H16: Institutional Resilience positively affects
Cyber Social Protection Capacity.

The Mediation Effects Hypothesis

This research suggests that technological and
managerial resources do not directly influence
outcomes but are transmitted through social and
educational mechanisms.

H17: Digital Citizenship Education mediates
the relationship between Al Capability and Cyber
Social Protection Capacity.

H18: Cyber Awareness mediates the relationship
between Open Science Readiness and Cybercrime
Prevention Effectiveness.

H19: Institutional Resilience mediates the
relationship between Cybersecurity Governance
and Cyber Social Protection Capacity.

Moderating Effects Hypothesis

The study also assumes that certain organizational
capabilities can alter the magnitude of the impact
between variables.

H20: Digital Transformation Capacity positively
moderates the relationship between Cybersecurity
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Governance and Institutional Resilience.

H21: Ethical Digital Culture positively moderates
the relationship between Al Capability and Digital
Citizenship Education.

H22: Global Digital Collaboration positively
moderates the relationship between Open Science
Readiness and Cyber Social Protection Capacity.

Theoretical Contributions of the Hypothesis
System

In total, the proposed model comprises 22
research hypotheses (11 direct relationships, 5
intermediate output relationships, 3 intermediate
hypotheses, and 3 moderating hypotheses). This
hypothesis system expands on previous research
by simultaneously integrating technological
dimensions (Al, digital transformation), knowledge
(open  science), governance (cybersecurity,
digital ethics), and education (digital citizenship,
cybersecurity awareness) into a unified theoretical
framework to explain the new role of private
universities in combating social evils in cyberspace.
Summary of Core Structural Paths

Al Capability — Digital Citizenship Education
— Cyber Social Protection Capacity

Open Science Readiness — Cyber Awareness —
Cybercrime Prevention Effectiveness

Cybersecurity Governance —  Institutional
Resilience — Cyber Social Protection Capacity

Digital Transformation Capacity — Institutional
Resilience — Cybercrime Prevention Effectiveness

Ethical Digital Culture — Digital Citizenship
Education — Cyber Social Protection Capacity

4. Research Methodology
4.1. Research Philosophy

Investigating the role of private universities in
preventing cyber-enabled social harms requires a
research philosophy capable of integrating multiple
theoretical perspectives, analytical levels, and
methodological traditions. Cyber social harms
represent a complex socio-technical phenomenon
shaped by the interactions among technology,
governance, education, organizational systems,
public policy, and human behavior. Accordingly,
this study is grounded in Pragmatism and
adopts an Interdisciplinary Approach to ensure a
comprehensive understanding of the phenomenon
under investigation.

Rooted in the works of Dewey (1938) and
further developed by contemporary scholars such
as Morgan (2007), pragmatism emphasizes the
practical usefulness of knowledge rather than strict
adherence to a single ontological or epistemological
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paradigm. Unlike positivism, which prioritizes
objective measurement and causal explanation,
or interpretivism, which focuses on subjective
meanings and social constructions, pragmatism
advocates methodological flexibility and the
selection of research methods based on their capacity
to address specific research problems (Creswell &
Plano Clark, 2018).

This philosophical stance is particularly
appropriate for the present study because its objective
extends beyond describing or explaining cybercrime
and cyber-enabled social harms. Instead, the study
seeks to develop a novel conceptual model—the
Cyber Prevention University Framework (CPUF)
- that can inform both institutional practice and
policy development. According to Saunders,
Lewis, and Thornhill (2023), pragmatism provides
a suitable foundation for research addressing real-
world challenges characterized by complexity,
uncertainty, and rapid technological change.

In addition to pragmatism, the study adopts
an  Interdisciplinary Approach. Contemporary
research increasingly recognizes that digital
challenges such as cybercrime, misinformation,
online radicalization, cyberbullying, and digital
exploitation cannot be adequately understood
through the lens of a single academic discipline
(Klein, 2021). These phenomena emerge at the
intersection of computer science, cybersecurity,
data science, education, sociology, psychology, law,
ethics, and public governance.

Klein (2021) argues that interdisciplinarity
involves more than simply combining disciplines;
it requires the integration of theories, methods,
and knowledge systems to generate new insights
into complex societal issues. In this study,
interdisciplinarity is operationalized through the
integration of Open Science Theory, Artificial
Intelligence Theory, Digital Transformation Theory,
Entrepreneurial University Theory, Civic University
Theory, Situational Crime Prevention Theory, and
Socio-technical Systems Theory into a unified
analytical framework.

From a methodological perspective, the
combination of pragmatism and interdisciplinarity
enables the study to transcend the limitations of
traditional disciplinary boundaries while producing
knowledge that is both theoretically rigorous and
practically relevant. This approach is particularly
suited to the study’s objective of repositioning
private universities as digital social innovation
actors capable of leveraging Open Science, Artificial
Intelligence, and Digital Transformation to prevent
cyber-enabled social harms and strengthen societal
resilience in the era of global digitalization.
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4.2. Research Design

To comprehensively investigate the emerging
role of private universities in preventing cyber-
enabled social harms, this study adopts a mixed-
methods research design, specifically an exploratory
sequential mixed-methods approach. This design
combines the depth and contextual richness of
qualitative 1inquiry with the explanatory and
generalizable strengths of quantitative analysis,
thereby enhancing the wvalidity, robustness, and
practical relevance of the findings (Creswell &
Plano Clark, 2018).

The research is conducted in two interrelated
phases. The first phase focuses on exploring,
refining, and validating the proposed Cyber
Prevention University Framework (CPUF) through
qualitative methods. The second phase empirically
tests the conceptual model and research hypotheses
using advanced quantitative techniques.

Phase 1: Qualitative Research

The qualitative phase aims to explore key
conceptual dimensions, assess contextual relevance,
and refine measurement constructs.

Expert Interviews

Semi-structured interviews are conducted with
experts in:

*Artificial Intelligence;

*Cybersecurity and Digital Governance;
Digital Transformation in Higher Education;
*Open Science and Innovation;

*Higher Education Policy and Governance.
Interview data are analyzed using thematic
analysis to identify recurring themes, theoretical
relationships, and contextual insights relevant to the
development of the CPUF.

Delphi Method

Following the expert interviews, a Delphi study is
employed to establish expert consensus regarding:

*The relevance of framework dimensions;
*The adequacy of proposed constructs;
*The strength of theoretical relationships;

*The applicability of the framework in higher
education settings.

The Delphi technique is particularly suitable
for theory building and validation in emerging
interdisciplinary domains (Okoli & Pawlowski,
2004).

Policy Analysis

The study also incorporates policy analysis of
international and national documents related to:
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*Digital Transformation;
+Artificial Intelligence;
*Higher Education;
*Cybersecurity;

*Open Science;

+Digital Citizenship.

Policy sources include publications and strategic
frameworks from organizations such as UNESCO,
OECD, and European Commission. This analysis
ensures that the proposed framework remains
theoretically robust and policy relevant.

Phase 2: Quantitative Research

Following qualitative refinement, the quantitative
phase empirically tests the conceptual model and
hypotheses.

Survey

Data are collected through a structured
questionnaire using five-point or seven-point Likert
scales. Participants may include:

*University leaders and administrators;
*Academic staff;

*Information technology professionals;

Digital governance officers;

Students;

*Cybersecurity and digital transformation experts.
Structural Equation Modeling (SEM)

SEM is employed to test the overall fit of the
conceptual model and examine causal relationships
among latent constructs. This approach enables the
simultaneous assessment of direct, indirect, and
total effects within the proposed framework.

Partial Least Squares
Modeling (PLS-SEM)

Given the exploratory nature of the CPUF and its
interdisciplinary complexity, PLS-SEM is selected
as the primary analytical technique. PLS-SEM is
particularly appropriate for prediction-oriented
research, complex models, and theory development
contexts (Hair et al., 2022).

Multi-Group Analysis (MGA)

To assess model stability and contextual
variations, Multi-Group Analysis is conducted
across different respondent categories, including
gender, institutional type, stakeholder groups,
levels of digital maturity, and potentially cross-
national samples. MGA enables the identification
of structural differences and enhances the external
validity of the proposed framework.

Structural Equation

4.3. Sampling and Data Collection
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To ensure representativeness,  statistical
robustness, and generalizability, this study adopts a
multi-stakeholder sampling strategy consistent with
the interdisciplinary nature of the Cyber Prevention
University Framework (CPUF). Such an approach
is particularly appropriate for research on digital
ecosystems, cybersecurity governance, and higher
education transformation, where multiple actors
jointly contribute to cyber social protection.

Research Participants

The study targets six stakeholder groups that play
critical roles in digital transformation, cybersecurity
governance, and digital citizenship development
within higher education institutions.

(1)Academic Staff

Academic staffarekey actors inteaching, research,
and digital citizenship education. Their perspectives
are essential for evaluating the integration of Al,
Open Science, and digital transformation within
university environments.

(2)AI Experts

Al specialists provide expertise regarding
artificial intelligence capability, machine learning
applications, algorithmic governance, predictive
analytics, and intelligent risk management.

(3)Cybersecurity Experts

Cybersecurity professionals contribute insights
into cyber governance, cyber resilience, threat
management, and institutional preparedness against
cyber risks.

(4) University Administrators

This group includes university leaders,
department heads, digital transformation officers,
and institutional managers responsible for strategic
planning and governance implementation.

(5)Students

Students represent the primary beneficiaries
of digital citizenship education and cybersecurity
awareness programs. They are also among the most
active participants in digital environments and are
therefore particularly exposed to cyber-enabled
social risks.

(6)Technology Enterprises

Technology firms are important partners in
innovation  ecosystems, technology transfer
initiatives, Al deployment, and cybersecurity
capacity-building programs within higher education.

Sample Size

The quantitative phase is expected to obtain
between 500 and 1,000 valid responses. A sample
of this magnitude is considered appropriate for
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advanced SEM and PLS-SEM analyses because it:
*Enhances statistical power;
sImproves parameter estimation stability;
*Reduces sampling error;

*Supports complex mediation and moderation
testing;

*Enables robust multi-group analysis.
The anticipated sample distribution is as follows:

Respondent Group Expected

Sample
Academic Staff 150 -250
Students 200 — 400
University Administrators 50-100
Al Experts 30280
Cybersecurity Experts 30-80
Technology Enterprises 40-90
Total: 500 — 1000
Sampling Technique

The study employs a combination of stratified
sampling and purposive sampling. Participants
are first categorized into stakeholder strata
and subsequently selected based on expertise,
professional experience, and involvement in Al,
cybersecurity, digital transformation, or higher
education governance. For the Delphi study, experts
are selected according to the following criteria:

*Doctoral degree or equivalent professional
expertise;

*Minimum five years of relevant experience;

*Academic  publications  or
professional contributions;

recognized

*Willingness to participate in multiple Delphi
rounds.

The Delphi panel is expected to consist of
15-30 experts, consistent with methodological
recommendations in Delphi research.

Data Collection Procedure

Data collection involves both online and
offline survey administration. The questionnaire
development process includes:

1.Literature-based item generation;
2.Expert review and refinement;
3.Pilot testing;

4 Instrument revision;

5.Full-scale survey deployment.
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Procedural remedies are implemented to
minimize common method bias, including
respondent anonymity, randomized item ordering,
and post hoc statistical assessments.

Research Ethics

The study adheres to internationally recognized
research ethics principles, including:

*Voluntary participation;

*Informed consent;

*Right to withdraw;

*Confidentiality and privacy protection;
*Responsible use of research data.

All collected data are anonymized, securely
stored, and used exclusively for academic research
purposes.

4.4. Data Analysis Methods

To ensure scientific rigor, reliability, and
generalizability of the Cyber Prevention University
Framework (CPUF), this study employs anintegrated
analytical approach combining quantitative and
qualitative methods, consistent with its mixed-
methods research design.

1. Quantitative Analysis
(1) Reliability Analysis — Cronbach’s Alpha

Cronbach’s Alpha is used to assess internal
consistency reliability of measurement scales.
Items with low item-total correlations are removed
to ensure scale validity. A threshold of o > 0.70 is
adopted (Hair et al., 2022).

(2) Confirmatory Factor Analysis (CFA)

CFA is applied to validate the measurement
model by assessing:

*Convergent validity
*Discriminant validity
*Model fit indices (CFI, TLI, RMSEA, AVE)

This ensures construct validity and measurement
robustness (Fornell & Larcker, 1981).

(3) Structural Equation Modeling (SEM)

SEM is used to simultaneously test causal
relationships among latent variables, including:

*Direct effects
eIndirect effects
*Total effects

SEM is widely recognized for analyzing complex
theoretical models in social sciences (Kline, 2016).

(4) Partial Least Squares SEM (PLS-SEM)
PLS-SEM is employed for:
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*Prediction-oriented modeling
*Complex structural relationships
*Non-normal data distributions

*Theory development in emerging research
domains

PLS-SEM is particularly suitable for exploratory
frameworks such as CPUF (Hair et al., 2022).

(5) Bootstrap Analysis

Bootstrap resampling is used to assess the
stability and significance of path coefficients,
mediation, and moderation effects. This approach
provides robust confidence intervals for parameter
estimates (Preacher & Hayes, 2008).

2. Qualitative Analysis
(1) NVivo Thematic Coding

Interview data are analyzed using thematic
analysis supported by NVivo software. The process
includes open coding, axial coding, and theme
development following Braun and Clarke (2006).

(2) Comparative Policy Analysis

This method compares national and international
policies related to Al governance, cybersecurity,
digital transformation, and higher education to
evaluate their alignment with the CPUF framework.

(3) Bibliometric Mapping

Bibliometric analysis is conducted to identify
global research trends, citation networks, and
thematic clusters in AI, open science, and
cybersecurity research. The analysis is supported by
tools such as VOSviewer and Scopus-based datasets
(van Eck & Waltman, 2010).

Methodological Integration

The integration of quantitative and qualitative
techniques enhances:

*Reliability of measurement

*Construct validity

*Explanatory power

*Policy relevance and practical applicability

This multi-method approach ensures a
comprehensive validation of the CPUF model from
theoretical, empirical, and policy perspectives.

4.5. Bibliometric Analysis

To strengthen the theoretical foundation and
ensure the currency of the Cyber Prevention
University Framework (CPUF), this study employs
bibliometric analysis to map, analyze, and visualize
the evolution of scientific knowledge related to
artificial intelligence in education, open science,
digital transformation, cybersecurity, and cyber-
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enabled social harm prevention. Bibliometric
analysis enables the identification of global research
trends, thematic clusters, and citation networks,
thereby positioning the present study within the
broader international scholarly landscape (Donthu
etal., 2021).

Data Sources

The study relies on two major international
bibliographic databases:

*Scopus: the largest abstract and citation database
covering multidisciplinary scholarly literature
worldwide.

*Web of Science: a highly selective citation index
widely used in QI journal evaluation and high-
impact bibliometric studies.

The combination of Scopus and Web of Science
ensures both broad coverage and high-quality
filtering of academic publications.

Analytical Tools

Three main tools are used for bibliometric
analysis and visualization:

(1) VOSviewer

VOSviewer

VOSviewer is used to construct and visualize:
*Co-citation networks

*Keyword co-occurrence networks

*Research clusters

*Knowledge maps
It is particularly effective for analyzing
interdisciplinary knowledge structures in Al,

cybersecurity, and digital education.
(2) CiteSpace
CiteSpace
CiteSpace is applied to:
*Detect research trends over time
+Identify keyword bursts
*Analyze temporal citation networks
*Detect highly influential publications

It is especially useful for tracking the evolution
of cybersecurity and digital governance research.

(3) Biblioshiny (R-based tool)
Biblioshiny

Biblioshiny is used for:
*Descriptive bibliometric analysis
*Scientific productivity assessment

*Author, institution, and country analysis
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*Collaboration network mapping

It provides an interactive interface for
comprehensive bibliometric exploration.

Bibliometric Procedure

The analysis follows a structured process:
1.Data retrieval from Scopus and Web of Science
2.Data cleaning and deduplication
3.Keyword and author standardization
4.Descriptive statistical analysis
5.Network analysis

6.Science mapping and visualization
the

7 Interpretation aligned with CPUF

framework development

Role of Bibliometric Analysis

Bibliometric analysis plays a critical role in this
study by:

+Identifying research gaps in private university
engagement in cyber social harm prevention

*Providing empirical grounding for the

development of the CPUF model

*Revealing the convergence of Al, Open Science,
Cybersecurity, and Higher Education research
streams

*Enhancing the validity and credibility of the
proposed theoretical framework

5. Expected Findings

5.1. Repositioning
Universities

the Role of Private

Based on the Cyber Prevention University
Framework (CPUF) and the proposed hypotheses,
this study expects to identify a fundamental
transformation in the role of private universities
within the context of digital transformation and
the increasing prevalence of cyber-enabled social
harms.

Traditionally, private universities have been
conceptualized as knowledge providers, primarily
focused on teaching, academic instruction,
and knowledge transfer. However, in today’s
digital society - characterized by cybercrime,
misinformation, online harm, and systemic digital
risks - this traditional role is no longer sufficient.
The study anticipates that private universities
are undergoing a strategic role shift toward three
emerging institutional identities:

(1) From Knowledge Provider
Resilience Institution

to Cyber

Private universities are expected to evolve into
cyber resilience institutions capable of anticipating,
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preventing, responding to, and recovering from
cyber threats. In this role, universities develop
cyber resilience capacities including intelligent
monitoring systems, digital risk governance, and
institutional protection mechanisms for academic
communities.

This shift reflects a transition from passive
educational entities to active protectors of digital
society.

(2) From Traditional University to Al-Enabled
Civic Platform

Private universities are expected to transform
into Al-enabled civic platforms, where students,
academics, industry partners, and communities
co-create knowledge and participate in digital
governance processes. Artificial intelligence serves
as an enabling infrastructure that supports:

-Early detection of risky online behavior
-Personalized digital citizenship education
-Predictive alert systems

-Data-driven institutional decision-making

In this sense, universities evolve into civic
intelligence systems rather than purely educational
institutions.

(3) From Open Academic Space to Open Science
Security Hub

A further expected finding is the redefinition
of universities” role within the open science
ecosystem. Instead of merely promoting openness
and knowledge sharing, private universities are
expected to become open science security hubs.

In this role, universities are responsible for:
-Protecting research data from leakage risks
-Ensuring data ethics and privacy compliance
-Managing open-source vulnerabilities

-Developing secure and responsible knowledge-
sharing mechanisms

Thiscreatesanew equilibriumbetweenknowledge
openness and digital security requirements.

Expected Conclusion

Overall, the study anticipates that private
universities are no longer merely educational
institutions but are transforming into strategic
actors in the digital social security ecosystem. This
repositioning is reflected in three core institutional
identities:

*Cyber Resilience Institution

*Al-enabled Civic Platform

*Open Science Security Hub
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This transformation carries both strong theoretical
significance and important practical implications for
redefining the role of higher education institutions
in the era of Al and global digital transformation.

5.2. Key Findings

Based on the expected outcomes of the Cyber
Prevention University Framework (CPUF), this
study identifies four major findings that highlight
the interrelationships among artificial intelligence,
open science, digital governance, and digital ethics
in enhancing cyber social protection within private
higher education institutions.

(1) Artificial Intelligence enhances risk prediction
capability

Artificial Intelligence plays a central role in
improving early risk detection and predictive
cybersecurity  capabilities. Through machine
learning, behavioral analytics, and big data
processing, Al enables universities to shift from
reactive responses to proactive risk anticipation
systems. This is particularly crucial in addressing
increasingly sophisticated cyber threats such as
deepfakes, phishing, and digital manipulation.

(2) Open Science promotes knowledge sharing
for cybercrime prevention

Open Science fosters a collaborative ecosystem of
data, knowledge, and research tools that strengthens
collective capacity in cybercrime prevention. It
facilitates the formation of a collective intelligence
network among universities, industry, and
cybersecurity institutions. However, its effectiveness
depends on balancing transparency and data security,
especially in sensitive cybersecurity contexts.

(3) Digital Governance improves institutional
response capacity

Digital Governance is expected to significantly
enhance institutional responsiveness to cyber
incidents by:

*Reducing response time to cyber threats
*Strengthening inter-departmental coordination
Standardizing cybersecurity response procedures
*Supporting data-driven decision-making

This transformation enables universities to
evolve into digital resilience institutions.

(4) Digital Ethics reduces deviant online behavior

Digital Ethics plays a crucial role in reducing
cyber deviance such as online harassment,
misinformation, and harmful digital behavior. It
functions as a socio-normative mechanism that:

*Enhances digital responsibility awareness
*Promotes responsible digital citizenship
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*Reduces involvement in cyber misconduct

Strengthens cybersecurity culture in academic
communities

Thus, digital ethics becomes a foundational pillar
of a safe and sustainable digital ecosystem.

Integrated Conclusion

Overall, the findings suggest that the integration
of Al, Open Science, Digital Governance, and
Digital Ethics forms a synergistic system in which:

*Al enables prediction
*Open Science enhances collaboration

*Digital
capacity

Governance  strengthens response

+Digital Ethics shapes safe digital behavior

Together, these dimensions reposition private
universities as central actors in cyber social harm
prevention within the digital society.

5.3. Proposed New Model

Based on the expected findings, this study
proposes a novel integrative theoretical model
titled: “Al-enabled Cyber Prevention University
Ecosystem (AICPU Ecosystem)”. This model
reflects the transformation of private universities
from traditional educational institutions into central
actors within a digital social security ecosystem,
where technology, governance, knowledge, and
human behavior are integrated into a unified system.

Core Components of the Model
(1) Smart Governance

Smart Governance serves as the institutional
backbone of the ecosystem, enabling data-driven
and Al-supported decision-making processes in
higher education institutions. It includes:

*Data-driven decision-making systems
*Real-time digital risk governance
*Automated administrative processes

sIntegration of cybersecurity indicators in

university governance

This component transforms universities into
adaptive institutions capable of responding to
dynamic digital environments.

(2) AI Monitoring System

The AI Monitoring System acts as the “digital
nervous system” of the ecosystem, enabling:

-Detection of abnormal online behavior

-Identification of harmful content, deepfakes, and
misinformation

-Predictive behavioral analytics
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-Early warning and rapid response mechanisms

It enhances cyber situational awareness across
the entire university ecosystem.

(3) Open Knowledge Systems

Open Knowledge Systems provide the
knowledge-sharing infrastructure of the model,
supporting:

-Open datasets for cybersecurity research
- Sharing of Al models and analytical tools

-Interdisciplinary and inter-institutional
collaboration
-Data  connectivity  between  universities,

industry, and government agencies This fosters
an interconnected knowledge ecosystem that
accelerates innovation in cybersecurity and digital
governance.

(4) Ethical Digital Citizenship

Ethical Digital Citizenship represents the
behavioral foundation of the ecosystem, focusing
on:

-Digital ethics education for students and staff
-Promotion of responsible online behavior
-Reduction of cyber deviance and misconduct

-Development of a safe and responsible digital
culture

It ensures the social sustainability of the
ecosystem.

(5) Multi-stakeholder Collaboration

This component reflects the open and networked
nature of the ecosystem, involving:

*Universities

*Technology enterprises
*Government agencies
*Cybersecurity organizations
+Civil society and learners

This collaboration forms a digital social defense
network that strengthens cyber social protection
capacity.

Integrated Model Synthesis

The AICPU Ecosystem is structured around five
interconnected pillars:

*Smart Governance — institutional coordination
*Al Monitoring — technological capability

*Open Knowledge Systems
infrastructure

*Ethical Digital
foundation

—  knowledge

Citizenship — behavioral
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*Multi-stakeholder Collaboration — operational
network

Their interaction enables the ecosystem to:
*Predict cyber risks

*Prevent cybercrime

*Enhance institutional resilience

*Foster open innovation

*Build a safe and sustainable digital society
6. Discussion

6.1. Comparison with Previous Studies

The findings and proposed model of this study are
positioned within the broader academic discourse
on artificial intelligence in higher education, digital
transformation, and cybersecurity governance.
Overall, the results both reinforce established
findings in the literature and significantly extend
the theoretical scope into new interdisciplinary
domains.

(1)Similarities with previous studies

A key point of convergence with prior research
is the central role of Artificial Intelligence (Al) in
driving digital transformation in higher education.
Existing studies have consistently demonstrated that
Al enhances institutional efficiency, supports data-
driven decision-making, and transforms teaching
and learning processes (Zawacki-Richter et al.,
2019; Holmes et al., 2022).

In line with this literature, the present study
confirms that Al acts as a core enabling force
in university transformation, particularly in risk
prediction, behavioral monitoring, and digital
citizenship education. This aligns with the broader
view of Al as a general-purpose technology
reshaping education systems (Brynjolfsson &
McAfee, 2017).

(2) Key differences and extended contributions

Despite these similarities, the study significantly
extends previous research in three major directions.

(i) Extension into cyber sociology

Unlike prior studies that focus primarily on
technological or managerial aspects of Al in
education, this research incorporates a cyber
sociology perspective, examining social behaviors,
structures, and interactions within digital university
environments.

This includes:
*Digital deviant behavior
*Online social interaction patterns

*Power structures in academic cyberspace
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*Formation of digital culture in universities

This shifts the analytical focus from “educational
technology” to digital society in education.

(ii) Extension into digital deviance prevention

Rather than focusing solely on technical
cybersecurity solutions, this study emphasizes
digital deviance prevention as a central analytical
domain. It integrates:

+Situational Crime Prevention theory
*Digital citizenship education
*Digital ethics frameworks

This shifts the focus from reactive cybersecurity
responses to  preventive  socio-educational
mechanisms.

(iii) Extension into open science governance

A further contribution is the incorporation of
open science governance into cybersecurity analysis
in higher education. While previous studies often
treat open science as a mechanism for knowledge
sharing, this study reframes it as a strategic
governance system involving:

*Open data risk management

*Privacy and data ethics protection
*Open-source vulnerability control
*Balancing transparency with security

This transforms open science from an academic
philosophy into a strategic governance infrastructure
in the digital era.

Integrated comparison summary

In summary, the study both builds upon and
extends existing literature:

-Retention: The central role of Al in higher
education transformation

-Extension 1: Cyber sociology perspective

-Extension 2: Digital
framework

deviance prevention

-Extension  3: science

perspective

Open governance

These extensions reposition private universities
as socio-technical actors within a global digital
security ecosystem, rather than purely educational
institutions.

6.2. Theoretical Contributions

This study makes significant theoretical
contributions by developing an integrated conceptual
architecture that redefines the role of private
universities in the context of digital transformation
and increasing cyber-enabled social harms. The
contributions are articulated through three novel
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and interdisciplinary theoretical constructs.

(1) Development of Cyber Prevention University
Theory

The study proposes the Cyber Prevention
University Theory, which repositions universities
from traditional knowledge-producing institutions
to proactive preventive actors within the digital
social ecosystem. Unlike conventional higher
education models focused on teaching and research,
this theory emphasizes three new institutional
functions:

*Digital risk prediction
*Cyber deviance prevention
eInstitutional digital resilience building

This reconceptualizes universities as knowledge-
based social defense systems.

(2)Open Security
Framework

Science Governance

A second contribution is the development of
Open Science Security Governance, which extends
traditional open science theory by incorporating
dimensions of security, ethics, and risk management.
This framework is structured around four pillars:

*Secure open data governance

*Data privacy and ethical protection

*Open-source ecosystem risk management

*Balancing transparency with cybersecurity

It transforms open science from an academic
philosophy into a strategic governance system in
the digital era.

(3) Al-enabled Ethical University Model

The study further introduces the concept of the
Al-enabled Ethical University, emphasizing the
integration of artificial intelligence and digital
ethics in higher education governance. This model
highlights that Al adoption in universities is not
purely technological but fundamentally ethical and
societal. Core elements include:

*Responsible Al governance
*Digital citizenship education grounded in ethics
*Reduction of digital deviance

Integration of ethical frameworks into university
governance systems

Thus, Al becomes not only a technological tool
but also a normative governance mechanism in
digital academia.

Integrated Theoretical Contribution

Collectively, the study advances three interrelated
theoretical frameworks:
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*Cyber Prevention University Theory —
institutional repositioning of universities

*Open Science Security Governance — secure
and responsible knowledge systems

*Al-enabled Ethical University — integration of
Al and ethics in higher education

Together, these frameworks expand the
boundaries of higher education research toward a
digital socio-technical ecosystem for cyber social
protection in the Al era.

6.3. Practical Implications

This study provides significant practical
implications for policy-making, higher education
governance, and national digital ecosystem
development in the context of increasing cyber-
enabled social harms. These implications are
structured around five key stakeholder groups.

(1)For Government

The study provides a scientific basis for
strengthening national policies in cybersecurity,
artificial intelligence governance, and open science.

Key implications include:

-Developing integrated frameworks for Al
governance, cyber resilience, and digital ethics

- Enhancing universities’ role in national digital
defense systems

- Strengthening inter-sectoral coordination

mechanisms for cybercrime prevention
- Promoting proactive digital risk governance
(2)For Ministry of Education and Training

The study offers strategic implications for higher
education reform:

-Integrating digital citizenship and digital ethics
into curricula

-Accelerating comprehensive
transformation in universities

digital

-Establishing digital competency standards for
staff and students

-Promoting Al-enabled university governance
models

(3) For Private Universities

Private universities are repositioned as central
actors in the digital security ecosystem:

*Developing Al-based cyber risk monitoring
systems

*Implementing data-driven university governance

Strengthening digital ethics and citizenship
education
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*Establishing cybersecurity research centers

Participatinginopenscience and interdisciplinary
collaboration networks

(4) For Technology Enterprises

The study highlights strategic collaboration
opportunities:

*Developing Al solutions for cybersecurity in
education

*Building secure open data platforms
*Co-developing digital behavior analytics tools
*Training high-quality digital workforce
Participating in open innovation ecosystems
(5) For the National Digital Ecosystem

The study proposes an integrated multi-
stakeholder digital ecosystem characterized by:

*Collaborative cyber defense networks
*Open science-based knowledge sharing
*Enhanced national cyber resilience
*Ethical and responsible digital culture
*Early warning systems for cyber threats
Integrated Conclusion

Overall, the Cyber Prevention University
Ecosystem provides not only theoretical innovation
but also actionable pathways for strengthening:

*Government digital governance capacity
*Educational transformation

*Strategic repositioning of private universities
Industry-academia collaboration

*National cyber resilience and sustainability
7. Policy Implications

7.1. For Government

In the context of increasing cyber risks,
cybercrime, and digital deviance, this study
proposes several strategic policy implications for
the Government to develop a resilient and adaptive
digital education—security ecosystem.

(1) Developing a National Cyber Education
Strategy, National Cyber Education Framework

The  Government should establish a
comprehensive national strategy for cyber education
with an interdisciplinary and multi-level approach.

Key components include:

*Establishing a National Cyber Education

Framework as a core policy pillar

*Linking primary, secondary, higher education,
and vocational training in cybersecurity education
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*Developing a tiered cyber capacity-building
roadmap (basic — advanced — expert levels)

Strengthening collaboration among government,
academia, and industry

This enables a shift from fragmented initiatives
to a systemic national cyber education governance
model.

(2) Integrating Al Ethics, Cyber Citizenship, and
Digital Literacy into national policy

A critical policy implication is the integration of:
*Al Ethics

*Cyber Citizenship

Digital Literacy

This integration aims to develop digitally
competent citizens who can:

*Use digital technologies safely and responsibly
eIldentify misinformation and cyber risks

°Adhere to
environments

ethical standards in digital

*Actively contribute to the national digital
ecosystem

These components should be embedded into:
*National education curricula

*National digital transformation strategies
*Human resource development policies

*Al and cybersecurity regulatory frameworks

This fosters a holistic ethical and digitally literate
society.

(3)Shifting  toward
prevention governance

education-based  cyber

Beyond technical enforcement, the Government
should prioritize an education-based prevention
model, where:

*Education serves as the first line of cyber defense

*Universities act as core institutions for cyber
resilience building

*Al supports awareness and early warning
systems

*Open science enables knowledge sharing for
cybercrime prevention

This reduces reliance on reactive enforcement
and strengthens long-term national cyber resilience.

Integrated Policy Conclusion

Overall, the study emphasizes a shift toward an
integrated digital education—security governance
ecosystem, in which:

*The National Cyber Education Framework
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serves as the strategic backbone

*Al Ethics, Cyber Citizenship, and Digital
Literacy are systematically integrated

*Education becomes a central instrument in
cybercrime prevention

This contributes to building a safe, resilient,
and sustainable digital nation in the era of artificial
intelligence.

7.2. For Private Universities

In the context of deep digital transformation
and increasing cyber threats, private universities
must reposition themselves not only as educational
institutions but also as central actors in the cyber
social protection ecosystem. This study proposes
the following strategic policy implications.

(1) Establishment of AI Cyber Labs

Private universities should establish Al Cyber
Labs as core research and innovation infrastructures
aimed at:

*Developing Al models for cybercrime detection
and prediction

*Analyzing user behavior in digital environments
*Building early warning systems for cyber threats

*Testing cybersecurity solutions in simulated
environments

These labs function as integrated hubs connecting
academic research, technological innovation,
and practical applications, thereby enhancing
institutional cyber resilience.

(2) Development of Digital Ethics Centers

Universities should establish Digital Ethics
Centers to promote research, education, and practice
in digital ethics.

Key functions include:

*Studying digital deviant behavior and Al ethics
issues

Integrating digital ethics into academic curricula

*Developing codes of conduct for students and
staff

*Providing policy advisory services on Al ethics
and digital governance

These centers contribute to building a responsible
digital culture and reducing harmful online
behaviors.

(3) Establishment of Open Science Security Units

Another key implication is the creation of Open
Science Security Units to ensure the safety and
sustainability of open science ecosystems. Their
responsibilities include:
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*Managing risks associated with open data and
knowledge sharing

*Protecting research privacy and sensitive data

*Monitoring vulnerabilities in open-source and
academic platforms

*Establishing secure data-sharing mechanisms
among stakeholders

This ensures a balance between transparency in
open science and security requirements in digital
environments.

Integrated Institutional Implications

Overall, the study emphasizes that private
universities should evolve into integrated digital
security institutions, where:

*Al Cyber Labs enhance technological and
predictive capabilities

*Digital Ethics Centers shape responsible digital
behavior

*Open Science Security Units ensure secure
knowledge ecosystems

Together, these structures reposition private
universities as cyber resilience institutions actively
contributing to cyber social harm prevention in the
digital era.

7.3. For Enterprises

In the digital innovation ecosystem,
enterprises—particularly technology companies
- play a pivotal role in developing, implementing,
and commercializing cybersecurity and artificial
intelligence solutions. This study emphasizes that
enterprises are not merely technology providers
but co-creation partners in the cyber social harm
prevention ecosystem.

(1)Cybersecurity
Collaboration

Innovation Ecosystem

Enterprises should actively participate in building
a cybersecurity innovation ecosystem through
multi-stakeholder collaboration with universities,
government agencies, and research institutions.

Key areas of collaboration include:

+Joint research and development in cybersecurity
and Al

*Data and knowledge sharing for cyber risk
detection and prevention

Participation in open innovation hubs

*Co-development of national

solutions

cybersecurity

This fosters an interdisciplinary innovation
network  where academic knowledge and
technological capabilities are integrated to address
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complex cyber threats.
(2) Co-development of AI Security Platforms

Another key implication is the need for enterprises
to collaborate in the co-development of Al-based
security platforms, including:

*Real-time cyber threat detection and prevention
systems

*Machine learning-based behavioral analytics
tools

*Deepfake and malicious content detection
systems

*Early warning systems for cyber risks
*Al-integrated digital risk governance platforms

Through co-development, enterprises enhance
their  technological = competitiveness  while
contributing to a resilient national digital security
infrastructure.

Integrated Business Implications

Overall, the study highlights that enterprises
must transition from isolated technology providers
to co-creative actors within the cybersecurity and Al
ecosystem, with two strategic directions:

*Cybersecurity Innovation Ecosystem
Collaboration — building open innovation networks

*Al Security Platforms Co-development —
developing intelligent digital security infrastructure

This proactive engagement strengthens both
national and global capacities for cyber social harm
prevention in the digital era.

8. Conclusion

This study has clarified a structural transformation
in the role of private universities under the combined
influence of artificial intelligence, open science, and
global digital transformation. Through theoretical
integration and analytical synthesis, the paper
confirms that higher education is no longer merely
a knowledge transmission space but has become
an integral component of the digital social security
ecosystem.

Core Conclusions:

(1) Repositioning private universitiesPrivate
universities must be repositioned as strategic forces
in protecting digital society, rather than traditional
educational providers

In the context of rising cybercrime,
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misinformation, and digital deviance, universities
function as knowledge-, technology-, and ethics-
based social defense actors.

(2) AI, Open Science, and digital transformation
as new drivers of knowledge security

The study confirms that the convergence of
Artificial Intelligence, Open Science, and Digital
Transformation forms a new foundation for
knowledge security.

These elements jointly:

*Enhance predictive cyber risk detection (Al)

*Promote global knowledge sharing and
collaboration (Open Science)
*Restructure  higher education governance

systems (Digital Transformation)

Together, they constitute a new strategic axis for
safeguarding knowledge ecosystems in the digital
era.

(3) Cyber Prevention University as a future
strategic framework

The Cyber Prevention University model is not
only a theoretical construct but also a potential
strategic framework for the future of higher
education.

It provides:

*An integrated approach combining technology,
governance, and ethics

*A preventive architecture for cyber social harm
mitigation

*A  multi-stakeholder  ecosystem  linking
government, industry, universities, and society

*A foundation for next-generation Al-enabled
higher education systems

Final synthesis
Overall, the study concludes that:

*Private universities are evolving into strategic
actors in digital social protection

*Al, Open Science, and Digital Transformation
are core drivers of modern knowledge security

*The Cyber Prevention University framework
has strong potential to shape the future strategic
architecture of global higher education

These findings offer both theoretical advancement
and practical guidance for policy design and higher
education reform in the digital age.
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Tém tit: ) R .
ong boi canh chuyén doi so toan cau, khoa
hoc mao va sy phat trién manh mé cua tri tué
nhan tao (AI) khong gian mang dang tro thanh moi
trwo‘ng vira thiic day doi mdi tri thicc vira lam gia
tang cac logi hinh t¢ nan s6, bao gom tin gid, bao lyc
mang, lira ddo truec tuyén, xam pham dir liéu ca nhan
va cdc hanh vi léch chuan xd hoi trén moi truong
6. Piéu nay ddt ra yéu cau cdp thiét doi voi cdc co
so gido duc dai hoc, ddc biét la cac truong dai hoc
ngoai cong lap, trong vi¢c tai dinh vi vai tro va trach
nhiém xa hoi nham xay dung hé sinh thai hoc thugt
s6 an toan, nhédn van va bén viing.

Nghién ciru nay phan tich vai tré chién luoc cia
cac trieong dai hoc ngoai cong lap trong cong cugc
phong chéng 1¢ nan trén khong gian mang thong
qua cac tiép can lién ngdnh vé qudn’ tri dai hoc so,
khoa hoc mo, gzao duc cong dan so va an ninh tri
thirc. Bai viét sir dung phwong phdp nghién ciru dinh
tinh ket hop phan tich chinh sach, tong quan tai liéu
quoc 1é va tiép cdn so sanh nham lam ré cdc mé hinh
quan tri, co ché gido duc va nang hee thich ing cia
dai hoc ngoadi céng ldp trong béi canh chuyén doi so
toan cfiu. )

Ket qua nghién curu cho thay cac truong dai hoc
ngoai cong lgp co kha nang dong vai tro tién phong
trong viéc thuc day dao dirc so, ndng cao nang lyc
nhan dién rui ro mang, phdt trién van hoa hoc thudt
an toan va xdy ding méi truong hoc tdp sé cé trach
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nhiém. Pong thoi, nghién ciru dé xudt khung qudn tri
tich hop gitka Al, khoa hoc mo va gido duc cong dan
sO nham tang cwong hiéu qua phong chong té nan
mang trong gido duc dai hoc. )

Nghién ciru dong gop ca vé phuwong dién Ly thuyet
va thyc tién thong qua viéc mo rong dién ngon hoc
thudt vé dai hoc s6, an ninh xd hoi s6 va trach nhiém
xd hoi cua gido duc dai hoc trong ky nguyén toan
cau héa tri thire.

Tw khéa: Dai hoc ngoai cong lap, Té nan xad hoi
trén khong gian mang; Khoa hoc mo; Tri tu¢ nhdn
tao; Chuyén doi so toan cau.
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